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Abstract—Physical layer security in wireless communication
deals mainly with unauthorized users, eavesdroppers, and/or
jammers. It is crucial for wireless network due to its broadcast
nature and the channel state information (CSI) is easily acquired
by unauthorized receivers. Thus, eavesdroppers can easily obtain
information by utilizing the estimated CSI. In this paper, we
propose a secure channel estimation method which includes two
components, i.e., the designs of pilot signals and estimator for
time division duplex orthogonal frequency division multiplexing
systems. According to analyses, the CSI can be estimated suc-
cessfully at the authorized receiver. Eavesdroppers cannot obtain
the CSI even if they are close to the transmitter or the authorized
receiver.

I. INTRODUCTION

Wireless communications have widely used in our daily life.
However, the reliance on wireless networks to communica-
tion important or private information is growing in personal,
commercial and military applications. Attackers attempt to
gather information from wireless channels by employing so-
phisticated methods. Thus, communication techniques which
inherently prevent eavesdropping are taken more attention
recently.

Physical layer security in wireless communication deals
mainly with unauthorized users, eavesdroppers, and/or jam-
mers. Channel approaches physical layer security methods
exploit the channel characteristics to increase security by using
methods such as radio frequency (RF) fingerprinting [1], alge-
braic channel decomposition multiplexing (ACDM) precoding
[2], and randomization of MIMO transmission coefficients [3].
The code approaches physical layer security methods includes
using error correction coding [4], spread spectrum coding [5],
[6], and PHY-layer network coding scheme [7], [8]. The main
concept of these methods is encrypting information to prevent
eavesdropping. However, it increases the computational com-
plexity at both the transmitter and receiver since it requires to
perform encrypting and decrypting continuously during data
transmission. The crucial problem for wireless networks is
that the channel state information (CSI) is easily estimated
by unauthorized receivers due to its broadcast nature. Thus,
eavesdroppers might steal information successfully by prop-
erly exploiting the CSI. On the contrary, if the unauthorized
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receivers cannot obtain the CSI, the communication is secure
due to the uncertain nature of the wireless channel.

In this paper, we propose a secure channel estimation
method to prevent that eavesdroppers obtain CSI. The pro-
posed secure channel estimation method includes two compo-
nents, i.e., the designs of pilot signals and estimator. A pre-
coding matrix is adopted to encrypt the reference signal which
is constructed by using sparse Gaussian integer sequences
(SPGISs) [9] with ideal periodic autocorrelation function. The
SPGISs were widely applied in various applications, e.g., the
peak-to-average power ratio reduction method [10], precoded
OFDM system [11], and multiple access technology [12], [13].
A Gaussian integer is a complex number whose real and
imaginary parts are both integers. The SPGISs are obtained
by linearly combining four base sequences or their cyclic-
shift equivalents using nonzero Gaussian integer coefficients of
equal magnitudes. The number of nonzero elements of SPGISs
is 16 at most. The proposed secure channel estimation method
requires four phases, where the precoded reference signals are
exchanged between the authorized transmitter and receiver.
The precoding matrix is only known at the transmitter of
each phase. The receiver does not need to know the precoding
matrix.

This paper is organized as follows. Section II describes the
system model. Section III presents the proposed secure channel
estimation method. Section IV demonstrates the simulation
results. Finally, Section V provides the conclusion of this
study.

II. SYSTEM MODEL

Figure 1 illustrates the environment considered in this paper.
Alice is the transmitter, Bob is the authorized receiver and
Eve is an eavesdropper. hap, hpa, hagp and hpg denote
the channel from Alice to Bob, Bob to Alice, Alice to Eve
and Bob to Eve, respectively. A time division duplex (TDD)
orthogonal frequency division multiplexing (OFDM) system is
considered, where the number of subcarriers is IN. Thus, h 4 g,
hpa, hag and hgg are all circulant matrices. In addition,
h p = hpa because of the channel reciprocity property.

Assume the frequency-domain reference signal R isa N x 1
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Fig. 1. System Model

matrix. The time-domain transmitted signal is

r = F7R, (D)

where F# denotes the inverse fast Fourier transform (IFFT)
operation. Thus, the received signal in the time domain at Bob
is given by

s = hapF R. ©)

Meanwhile, the received signal in the time domain at Eve is
given by
Ye = hagF7R. 3)

Since the reference signal R is a predefined signal, R is known
at both Bob and Eve. Bob and Eve can individually estimate
hsp and hap by adopting well-known estimators. Conse-
quently, Eve can eavesdrop when Alice transmits information
to Bob.

III. PROPOSED SECURE CHANNEL ESTIMATION METHOD

A secure channel estimation method for TDD OFDM sys-
tems is proposed in this paper which includes two components,
i.e., the designs of pilot signals and estimator. A precoding
matrix is adopted to encrypt the reference signal which is
constructed by using sparse perfect Gaussian integer sequences
(SPGISs) [9]. A Gaussian integer is a complex number whose
real and imaginary parts are both integers. The SPGISs are
obtained by linearly combining four base sequences or their
cyclic-shift equivalents using nonzero Gaussian integer coeffi-
cients of equal magnitudes. The number of nonzero elements
of SPGISs is 16 at most.

The four base sequences have length N = 4p and are
represented by four N x 1 vectors, x,, u = 1,2,3,4. The
nth element of x,,, n =0,1,..., N — 1, can be written as

uln] —exp{ﬂw(uN_l)n}-(S [n— WJ ]ﬂ . @

where |-] returns the largest integer value less than or equal
to the arguments. Let an IV x 1 vector z be a SPGIS of length
N = 4p, where p is a positive integer. The nth element of z
is given by

4
1

2ln] = 5 ;c 2w [(n = su)n, )

where n = 0,1,...,N — 1, ¢y, u = 1,2,3,4, are Gaussian

integers of equal magnitude and s1, s2, 3,584 € {0,1,..., N—

1.

The proposed secure channel estimation method includes 4
phases. Note that noise is neglected in the following deriva-
tions. At the first phase, the time-domain encrypted reference
signal transmitted from Alice is written as

r = AFPR, (6)

where
A=[z"2z" .. 2N (7

is a N x N circulant unitary matrix and z™ denotes the mth
cyclic shifts of z.
The received signal at Bob in the frequency domain is given
by
Y, = FhusAFPR = AR, (8)

where
A, = Fh s AFY. )

Since R is known, it can easily obtain A; by adopting well-
known estimators.

At the second phase, the transmitted signal from Bob is
written as

r, = BFP AR, (10)

where B is also a circulant matrix constructed by using
SPGISs and B # A. The received signal at Alice in the time
domain is given by

Ya2 = hpaBhapAF"R. (11)

Since hpa, B, hap and A are circulant matrices, y, 2 can
be rewritten as

Ya2 = ABhp hapFYR. (12)

Multiplying y, » by A# and performing fast Fourier transform
(FFT) to the resulting signal obtains

Ya,2 = FAHya,Q

= FBhpshssFIR
= AR, (13)
where
Ay = FBhp hsFH (14)

Similarly, A, can be obtained easily by adopting well-known
estimators.

At the third phase, the transmitted signal from Bob is written
as

r; = BFYA; A R. (15)

The received signal at Alice in the time domain is given by

Va3 = hpaBhapAh s AFYR

= AABhg h sh sF7R. (16)
Multiplying y, 3 by FA® A" obtains
Y.;=FA"Ay,
= FBhpahsph sF’R
= AsR, (17)



where

As = FBhp h phpF. (18)

A3 can also be obtained easily by adopting well-known
estimators.

Note that
FAAyF =Bhpahyp. (19)
A3 can be rewritten as
A3 = AthABFH = AQHAB, (20)

where Hap is a N x N diagonal matrix. Since Ay and Ag
are known at Alice, Alice can obtains H 4 p by adopting well-
known estimators. Moreover, since hyp = hpgy, Alice can
also obtain B from As.
Finally, the transmitted signal from Alice at the fourth phase
is given by
ry = ABh, gFAR. 1)

The received signal at Bob in the time domain is given by

yo.u = hapABh,pF R

= BAh,zh, sFIR. (22)
Multiplying y3, 4 by FB* obtains
Y4 =FBy,,
=FAh, sh sFPR
= AR, (23)
where
A, =FAh,gh,sFH. (24)
Since FEA{F = Ahp, A4 can be rewritten as
Ay = AFh,zF?
= A Hup. (25)

Similarly, Bob knows A and A4. Thus, Bob can obtains Hap
by adopting well-known estimators.

For these four phases, the received signals at Eve are
respectively written as

Ye1 = hapAF"R, (26)
Ye2 =hppBhapAF"R, (27)
Yes = hprBhapAh s AFTR (28)
Yea = hapABh pF7 R, (29)

Eve only knows the reference signal R. Thus, Eve can
estimate h pA, hgpBhsgA, hgpBh,sgAhsgA and
h4rABh4pg. Since Eve does not know A and B, it cannot
obtain hop and hp E accurately.

Consider two specific scenarios that Eve is close to Alice
and Eve is close to Bob, i.e., hgs ~ hgg and hyg ~ hg,
respectively. Since A and B are not known by Eve, it cannot
obtain h,g and hgF even if hgy ~ hgg or hyp ~ hg.
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Fig. 3. Normalized MSE comparison of various channel estimation methods.

IV. SIMULATION RESULTS

A serious of simulations is performed to evaluate the per-
formance of the proposed secure channel estimation method.
An OFDM system with 128 subcarriers is considered in simu-
lations. The performance is evaluated under the assumption of
a time-invariant frequency selective Rayleigh fading channel
with a channel length of L = 16 and an exponentially decaying
power delay profile. The decay factor is assumed to be /5.
The minimum mean square error estimator is employed at
each phase to estimate A1, Ao, A3z, A, and the least square
estimator is utilize to estimate h 45 at Alice and Bob.

Figure 2 shows the normalized mean square error (NMSE)
of estimating A1, Ao, Az, and A,. From simulation results,
the estimation error is increased as the sequence of phases.
However, the estimation error of A3 is the worst NMSE among
four phases. The main reason is that the transmitted signal at
the third phase shown in (15) is multiplied by A; twice. The
estimation error of the third phase is aggravated.
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Fig. 4. Bit-error-rate comparison of the TDD OFDM system with various
channel estimation methods.

The NMSE of Figure 3 shows the NMSE of the proposed
channel estimation method which is measured at Alice and
Bob. Note that the CSI is obtained at Alice and Bob at the third
and fourth phases, respectively. The NMSEs of the proposed
method performed at Alice and Bob are 3 dB and 6.5 dB
worse than that of the traditional method when NMSE =
10—, respectively. Although the proposed method is slightly
worse than that of the traditional method, but communication
is secure. The CSI can be only estimated successfully at the
authorized receiver.

Finally, the bit-error-rate (BER) performance is illustrated
in Fig. 4. The BER of the proposed method is almost the same
as that of the traditional method which is not secure.

V. CONCLUSIONS

In this paper, we propose a secure channel estimation
method which includes two components, i.e., the designs
of pilot signals and estimator for TDD OFDM systems.
Precoding matrices are adopted at both Alice and Bob to
encrypt the reference signal which is constructed by using
SPGISs. The SPGISs are obtained by linearly combining four
base sequences or their cyclic-shift equivalents using nonzero
Gaussian integer coefficients of equal magnitudes. The number
of nonzero elements of SPGISs is 16 at most. The proposed
secure channel estimation method requires four phases, where
the precoded reference signals are exchanged between the
authorized transmitter and receiver. The precoding matrix is
only known at the transmitter of each phase. The receiver
does not need to know the precoding matrix. According
to analyses, the CSI can be estimated successfully at the
authorized receiver. Eavesdroppers cannot obtain the CSI even
if they are close to the transmitter or the authorized receiver.
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